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Abstract

In this paper, we propose a predator-prey mathematical model for analyzing the dynamical
behaviors of the system. This system is an epidemic model, and it is capable of ascertaining the
worm's spreading at the initial stage and improving the security of wireless sensor networks. We
investigate different fixed points and examine the stability of the projected model.
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1. Introduction

A wireless sensor network is a collection of sensing devices that are used to monitor and control
real-time physical or environmental conditions such as noise, motion, temperature, humidity, and
the reliability of the system. WSNs are being created by a large number of small sensor nodes.
Sensor nodes are tiny devices that assemble units like sensing, memory, processing energy sources,
an analog-to-digital converter, a transceiver, communication, etc. The most important problem in
WSN is energy consumption and security. In this way, epidemic models are playing a wide role
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as a tool, such as improving energy efficiency (Rathna and Sivasubramanian 2012), virus
contagion (Lu. Yanling and Jiang 2014), and knowledge transmission (Cao et al. 2016).

It is very important to detect worm propagation behavior in WSNs. Many researchers have
developed worm propagation models to detect and monitor worm attacks in WSNs. Castaneda et
al. (2004) discussed four different techniques for detection and prevention based on the anti-worm
predation method. In some studies, by Kephart and White (1991), (1993), Yang et al. (2008),
(2012), Mishra and Pandey (2011), and Wei et al. (2011), They defined different types of
interactions between worms in epidemiological models, such as worms with vertical transmission,
improving sensor network immunity under worm attacks, and virus propagation models and their
dynamics. In ecological studies, we examine predator-prey correlations among different species
that are common. An eco-epidemiology is based on predator-prey models along with susceptible-
infected-susceptible. It was expended by Lotka-Volterra dynamics in Hethcote et al. (2004),
Mishra and Keshri (2014), and Greenhalgh et al. (2017), where two predator-prey models on the
attack of malicious objects on networks were proposed. Predator-prey models on wireless sensor
networks (WSN) were proposed by Srivastva et al. (2016). The basic concept of the computer
worm is to gain access to another device so that it can replicate itself on the new device and
reproduce further. We have to use antivirus software for controlling the attacks of computer worms
in devices, though the attacking behaviors of different worms are different, so we study the
literature on the attacking behaviors of worms in wireless sensor networks (Mishra and Ansari
(2009), Yang and Yang (2012), Bera et al. (2015)). It is based on predator-prey mathematical
models. These models introduce the various challenges being faced due to worm attacks in the
WSN network, which is based on the predator-prey concept. As per the above information, we
have created a mathematical model that is based on the predator-prey concept and that makes it
possible to survive and examine the feasible conditions of WSN for security improvement. Hence,
we further investigate the various fixed or equilibrium points and explore the conditions of stability
for fixed points.

2. Model Formulation
In this model, X (¢), Y(¢), Z(t), L(t) R(¢) and denotes the number of nodes in the classes of prey
susceptible, infected prey susceptible, predator susceptible, infected predator susceptible, and

recover susceptible, respectively, at time . Then the transmission representation of a mathematical
model for worm attacks is shown in Figure 1.

https://digitalcommons.pvamu.edu/aam/vol19/iss3/4
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Figure 1. Predator-Prey Model
The above model can be exposed by the following set of non-linear differential equations, such as:

d—X:rX(l—fj—ﬁXY—lez—RIX,

dt k
Y BXY—dY-A¥YZ-GYL-RY,

dt

dzZ

— =hOXZ+b Y2 ~eZL-aZ-RZ, (1)

dL
o nYL+eZL—(a +a)L,

dar _ RX+RY+RZ,
d

Here for all ¢,
XO)+Y()+Z(t)+L(t)+R(@)=N(1);
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Table 2. The nomenclature used in the model
Parameters/Variables | Description
The infection rate of class X

Predation rate of class X to class Z

Carrying capacity of prey X

The growth rate of class X in the absence of predator
without infection

d, The death rate of infected class Y

REEIESIR

A The death rate of the infected class X to Y

lez The death rate of the infected class Y to L

b, Conversion factor rate for class X to class Z

b, Conversion factor rate for class Y to class Z

e The infection rate of the predator population L

a, The natural death rate for the predator population

n, Conversion factor rate for class Y to class L

o The death rate of the infected class L due to infection
R,R,,R, Rate of recovering of the class X,Y,Z, respectively

3. Fixed Points of the System

(1) Fixed point
F,(0,0,0,0), always exists;
(i1) Fixed point

P}(—k(r—Rl) ,(),(),oj,exist if r>R;

r

(i11) Fixed point
Pz(d‘ TR roR_rdtRy) ,0,0],exist it (d +R,)>0and rB(r—4)+r(d, +R,)>0;
p B rp
(iv) Fixed point
plo 4R CA=R) | existif (a,+R,)>0and (~d, —R,) > 0;
b2 2
(v) Fixed point
plo,04t% Ca _R3)j,exist if (a,+a)>0and (—a,—R,) > 0;
€ €
(vi) Fixed point
2 J— —
p| 4t R o Ko =R) =G HR,) o) existif (q,+R,) > Oand
bw, kbw,

kbw’(r—R)—r(a,+R,)>0;

https://digitalcommons.pvamu.edu/aam/vol19/iss3/4
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(vii) Fixed point
P, ((F_Rl)k ,0,0, kb (r=R) = (4, +R3)j, exist if » > R andkbw,(r —R)) —r(a, + R;) > 0;

r re

(viii) Fixed point
» (0 (a,+0) o bAla,+a)-n(a~R)
7 ) s Vs

n, ne,

j,exist if a,+a>0and b,A(a, +a)—n(a,—R,)>0;

(ix) Fixed point

{nl(al +R)—bA(a, +a)—eb,(d, +R2)}
MQM_QQﬂ
(r—=R) _r{nl(al +R,)—b,A(a, + ) —eb,(d, +Rz>}
Bz B kp nlblwl _elbzﬂ
_wl[n]ﬂ(al +R,)—nbw,(d, +R2)}
iﬂ mhw—%@ﬁ
mpB(a,+R,)—nbw,(d, +R,) 0
Anbw, —eb, [ ’

exist ifr—R, >0, and n,(a, + R,)-b,A(a, +a)—eb,(d,+R,) >0,
n B(a + Ry) —mbw(d, + R,) > 0;
(x) Fixed point
{elk(r—Rl)—wlk(al +a)} o La+a)
P

re, e

b

[ﬂwlbl(al +a)+bw (d, +R,) - B(a, +R3)} ’
eff—obw
exist ifek(r —R)—wk(a,+a) >0 (a,+a)>0 and
Awb, (a, +a)+bw,(d, +R,)—- p(a,+R,)>0;
(x1) Fixed point

Plo e(r—R)+w(a+a) || fla+a)—n(r—R)
e Pe, +nmw, ’ Pe +nmw ’

Fm(r—Rl)—w(al +a)—(fe, +nw)(R, +d1)D

o(fe +nmw)
exist if e, (r—R,)+w(a, +a)>0and
Bla,+a)—n(r—R)>0, An(r—R)—-Af(a, +a)—(Be +nw)(R, +d,) > 0;
(xii) Fixed point
[knl(r—Rl)+kﬂ(al +a)H(al+a)}o’
P

nr

n

1 [nlﬂk(r—RmkﬂZ(al+a>—nlr(R2+dl>} ’

onr
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exist ifkn (r —R) +kf(a, +a)>0,(a, + ) > 0and
nBk(r—R)+kp’(a,+a)—nr(R,+d,) > 0;

(xiii) Fixed point B, (X,Y,Z,L) at that point all classes are in active mode. Therefore, Equation

(1)
rX(l—%)—ﬂXY—WIXZ—RleO :%+ﬂY+WIZ:r—RI, (2)
BXY —dY —AYZ —cYL—R,Y =0 = BX-AZ—-cL=d +R,, 3)
bo XZ+b,AYZ-eZL-aZ—-RZ=0 = bwoX+bAY—-eL=a+R,, 4)
nYL+eZL—(a,+a)L=0 =>nY+eZ=a +a, (5)
From Equation (2) and (3), we have
ﬂ2Y+(w1p’+ﬂ%)Z—%L:ﬂ(r—R])+£(dl+R2), (6)

From Equation (3) and (4), we have
BO,AY + Abw Z +(obw, —e B)L = B(a, + R,))—bw,(d, + R,), (7)
From Equation (6) and (7), we have

20rAbw, eArp
A(pbw, —b,)Y — 1
PA(BOwW, —b,) [ A A

2ribw,

+ Bobw —ew, B } L

= ﬂ“ﬂblwl(r_Rl)_'_‘:blwlzﬂ-i_ jl(dl +R2)

_[Wlﬂz +Mj| (al +R3):
g ®)
From Equation (6) and (5), we have
(e 1ﬂ . A _nlwlﬂ)y_(elo-rj]d
¢ ©)

= fe(r-R )+(relj(d +R)- [wlﬂ+};€ }(a1 +a),
From Equation (8) and (9), we have

E(Y,L) = pA(Bbw, —bz)Y—[z‘”f’lwl _atrp

+ Bobw; —ew, B’ } L

[1 w2 B + 2’%bwl}(dl+R2)—/1,Bblw1(r—Rl)+{wlﬂ2+%}(al+R3)

eor

ﬂ)Y—( p

Fz(Y:L)Z(el ’ jL_ﬂel(r_Rl)

(”e‘j(d +R ){wlﬁﬂI }(apta)

https://digitalcommons.pvamu.edu/aam/vol19/iss3/4
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In Equation (8), when L = 0then
lﬂblwl(r_Rl)+|: 1 1ﬂ (d1+R2) ‘: 1ﬂ + ﬁj|(a1+R)
Y=Y=

’ ﬂ/l(ﬂblwl _bz)
We note that ¥, >0 if

2r/1b W }

b

APbw (r—R)) + [bﬂ"’fﬂ + 2rabim :l(d1 +R,)- |:W1182 +%} (a, + R;) >0,
In Equation (8)

oy 2orAbw,  eArp + Bobw —ew B

e £ = 2L (say)

dL :B/l(ﬂbl W= b 2) Bl

Hence, d—Y <0if
dL

(a) 4, <0&B,>0 (b) 4, >0&B,<0.
Similarly, in Equation (9) when L =0, then
Pe, (r— R)+( j(d +R,)— [w1ﬂ+/1 }(al+a)
Y=Y= k

¢ nﬁr ’

1:3 —nw,p)

We note that ¥, >0 if

ﬂel(r—Rl){%e‘j(dﬁRz) [wlﬂ+ﬂ<al+a>>o

eor
day _ k

T, nlr
AL ep-"

A
= 2 (say),
—mw, f3) B,

Hence, d—Y <0,if
dL

(a) 4,<0&B,>0 (b) 4,>0&B, <0,
Hence, the fixed point B, (X,Y,Z, L) exists.

4. Stability Analysis

The Jacobian linearization of fixed points is:

Published by Digital Commons @PVAMU,



Applications and Applied Mathematics: An International Journal (AAM), Vol. 19 [], Iss. 3, Art. 4

8 R. Kishore and P. Singh
2Xr
2 gy -
- _BX —oX 0
wZ—-R,
X —d —2Z -
BY ) %
J(P)= oL-R, ,
b X +b,AY —e L
baw,Z b,AZ —eZ
-4, - R,
nY +nZz
0 nL el
_(al + 05)

4.1. Stability of Jacobian matrix at the point £,(0,0,0,0)

r—R, 0 0 0
J(B)= —d, R, 0 0
’ 0 0 -a,-R, 0 |
0 0 0 -q-a

Now, the latent roots of the above matrix are denoted as
w =(r—-R),w,=—(d, +R),w, =—(a,+ R,),w, =—(a, + ),

Observation 1:

With the support of latent roots, we observed that the fixed point F,(0,0,0,0),is locally
asymptotically stable in a steady state, if R, >r, R, >d,, R, > a,and the point F,is unstable in a
steady state, if R, <r . Therefore, the point F,is called the saddle point.

4.2. Stability of Jacobian matrix at the point p ((V_W"O, O’OJ
r

~2(r-R) KB Ry 0 0
r
kp
5= 0 E(r=R)~(d +R) 0 0o |
0 0 @(V—Rl)—(aﬁ—R}) 0
r
0 0 0 —(a,+a)

Observation 2:

Here, the trace of the Jacobian matrix is negative and the determinant is positive, therefore, all

latent roots are negative. Hence, in a steady state, the fixed point P (M,O, 0,0J is locally
r

asymptotically stable. Similarly, check the stability of all remaining points.

https://digitalcommons.pvamu.edu/aam/vol19/iss3/4
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5. Conclusion

The proposed mathematical model has explained the controlling and spreading behavior of worms
in WSN. It also creates ordinary nonlinear differential equations for the study of latent periods
effects on the transmission of worms in WSN, and we examine the behavior of different classes of
the model that is the attack of worms in WSN. When the infected class recovers, it becomes
minimal. Therefore, this epidemic model is capable of ascertaining the worm's spreading at the
initial stage and improving the security of wireless sensor networks. Here we have calculated the
various fixed or equilibrium points, explored the conditions of fixed points, and then analyzed their
local stability. In the future, we will discuss the effects of different parameters on some constraints.
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